Recommendations for promising future research directions are described.
INTRODUCTION
The research described here has been Infosphere (JBI) [2] .
Examples of information that will be available through the GIG includes timecritical targets; intelligence; air, sea, and ground order of battle; and logistics. The foundation of the GIG will be a secure network that enables users immediate access to data and applications published on the GIG, regardless of their physical location.
Commercial technologies will be used wherever possible in implementing the GIG.
As a result, the EISA program concentrated on commercial network-based and middleware technologies that provide secure communication between distributed systems.
The SIRES program extends the EISA research to additional middleware and application technologies that are expected to be introduced into tactical and C2 systems in the future to support information exchange.
PROBLEM DEFINITION
During the domain analysis phase of the EISA program, the basic problem definition was established. Under SIRES, the EISA domain analysis is being extended to consider the evolving capabilities of the GIG and the effects of incorporating a tactical aircraft into a GIG warfighting environment.
Such an environment is illustrated in Figure   1 , where tactical aircraft can access information from or about other aircraft, as well as space, ground, or sea assets. These attacks could result in information being delayed, corrupted, exposed, or originated from an unknown source. Figure 2 illustrates a time-critical target scenario in a network-centric battlespace on which a threat analysis was performed.
Figure 1 Conceptual Network-centric Battlespace

EISA Threat Analysis
In the scenario, an unmanned air vehicle (UAV), such as a Global Hawk, detects a potential threat, which it sends to the C2 platform (e.g., AWACS). As a result, the AWACS sends commands to the tactical aircraft and to satellites, which then send back additional reconnaissance data.
The threat analysis found that the tactical platform was vulnerable to the following types of information warfare attacks.
• 
EISA Demonstrations
During the EISA program, we used the threat analysis to investigate security responses of the network and middleware software. IPSec [6] , the suite of security protocols for IP, sits in between the network and transport layers (i.e., between TCP and IP.) It includes two protocols, which may be applied individually or in combination.
The Authentication Header, (AH), provides packet authentication via extended IP packet header fields [8] .
AH protects against replay by adding a keyed hash that prevents anyone else from retransmitting that packet. AH also 
CORBA Interceptor Demonstration
The If the policy determines that the object is allowed to bind, the binding execution is released and allowed to continue.
Otherwise, an exception or warning is raised and the binding is not allowed.
This provides protection for the Naming
Service and other objects that use the Naming Service by not allowing invalid objects to be registered in the Naming Service for other objects to find.
The critical decision making service, preferably based on CSIv2, would only be accessible by interceptors that are automatically called when a certain type of request is received. After two objects have bound with the Naming Service, in order to communicate, a client object resolves the address of a server object by using the Naming Service. Interceptors also provide security during this step by allowing address resolution only for objects with the proper authorization.
Protection can also be applied to other CORBA services by adding appropriate interceptors that hook into those other services and then invoke the same security service. Table 2 
